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OpenADR Profiles

“A” profile is
targeted at
limited
resource
devices and
simple DR
applications

“B” profile is
targeted at
robust devices
and
sophisticated
DR applications
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Energy
Interoperation 1.0

OpenADR 2.0

B Profile
EiEvent

EiOpt
EiReport
EiRegistrerParty

A Profile
Simple EiEvent
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Services EiEvent - Simple

EiEvent — Full
EiOpt
EiRegistraton
EiReport

Security RSA and ECC Ciphers
XML Signatures
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Transport SimpleHTTP Only
XMPP and SimpleHTTP
Exchange Model Pull - SimpleHTTP

Push - SimpleHTTP
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Profile B support for A profile

(1) Must support at least one, but can support both. O=Optional M=Mandatory
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The Sc
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DR requirements are defined in the
DR Schema and Profile Specification

nema describes the payload structure

The Profile Specification defines sequence of
payload exchanges and the business rules

"A" and "B" profiles have separate
specifications and schemas




PICS and
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PICS

Listing of all testable requirements

Manufacturer declares conformance prior to
certification

Test Specification

A set of tests that validates all of the testable
requirements defined in the PICS

Positive tests including limited boundary testing
Negative tests focused on graceful error handling
Security and Transport Tests
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Conformance Rules e

At any time, a VTN can change any element or attribute of a

pending or active event as long as it does not pertain to the
past

If the VTN sends an oadrEvent with an eventID that the VEN
is already aware of, but with a higher modification number,
then the VEN should replace the previous event with the
new one in its list of known events
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EO0_0040-Send 24_Prices Event, VEN Push oadrDistributeEvent
E1_0040-Send 24_Prices Event, VEN Pull oadrDistributeEvent

Prerequisites

-DUT_VEN has no pending or active events

Scenario

{DUT_VEN: oadrRequestEvent }

TH_VTN: oadrDistributeEvent — 24 Prices Event, “always”
{DUT_VEN: Transport Acknowledgement}
DUT_WVEN: oadrCreatedEvent

TH_VTN: oadrResponse, success

Mote: set the responseRequired element in the oadrDistributeEvent to “always”
for this test case. SetsignalType to “prices”

Expected Results

1)Common Pass/Fail verdicts
2)Received oadrCreatedEvent with optType equal to optin

Motes

-A basic 24 hour pricing event transaction




2 QualitylLogic

Putting Teéhnology to the Test

Test Harness

Implementation of the test cases defined
in the Test Specification

Used for certification and available
Pre-certification test tool
Each test case validates...
Payloads validate against the OpenADR Schema
Correct message interaction pattern
OpenADR Conformance rules are followed
The intent of the test case is achieved
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Java 1.7 Runtime

Device
Under
Test

Java /O Services

Eclipse IDE

Restlet Test Framework

Test Result

Jetty JAXB Helper !
Repository

Server Objects Routines

Java l

Security
Services

Test Suite
Properties

Test Cases Browser
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= Java - OpenADR,_B_Profile_Test/src/testcases/pull/registerparty/vin/N1_0010_TH_VEN.java - Eclipse -

Eile Edit Source Refactor MNavigate 5earch Project Bun Window  Help
W WiFrQrQr @ E-i@E g v - =
Quick Access H | %5 Debug SVM Repository Explering &Y Team Synchronizing

ackage Explorer J| MN1_0010_TH_VEM java
f% Package Explorer 52 = B8 | [§] M1_0010_TH_VENjava 52 =8
package testcases.pull.registerparty.vtn; -
a [ testcases 222
4 [ pull 208
a f} event 257 public class N1_@81@_TH_VEN extends BaseTestCase{
selftest_a_ported 252
1 selftest_a_ported 2-
4 3 ven27 public static wvoid main(String[] args) {
3 ven 271
: g =1 try {
Ei H—mlo—TH—‘ﬂN'J_a‘ N1_@8@18 TH VEN testClass = new N1_8@18 TH VEN();
1) EL1030_TH VTN jav testClass.setEnablelogging(true);
|43 E11060_TH_VTM_1, testClass.executeTestCase();
B3 vtn 271

2 general 203 - catch (Exception e) {
E.;: opt 25C e.printStackTrace();
4 ] L3

4 B3 ven 258
» 4§ P1_2010_TH_VTN_1.j
|4} P1_2020_TH_VTN_1, @verride
3 vin 259 public void test() throws Exception {

4 reglster;:!art)r_ > ResourceFileReader resourceFileReader = new RescurceFileReader();
4 ven 260 UIUserPrompt uilserPrompt = new UIUserPrompt();
|43 ML_0010_TH_VWTM_1, uilserPrompt.Prompt(resourceFileReader.prompt_@82());
|43 M1_0020_TH_VTM_1, -
[3) M1_0030_TH_VTML, b if (!l'ljestSessz_'.on. isUserClickedContinuePlay()) {
= i User closed the action dialog
- g M10030 THLVTRLL. LogHelper.setResult(LogResult.N4);
1 M1_0050_TH_VTM_L. LogHelper.addTrace("TestCase execution was cancelled by 1
#3 vtn 262 return;
a [ report 262
4 Ji ven 275
|43 R1_3010_TH_VTN_1,j : S 7 s
LJJ. R1_3020_TH_VTN_1, El Console 2 X% HEEEA =2B~r4- =
e TR TN
[J3 R1_3050_TH_VTN_L <terminated> MN1_0010_TH_VENM [Java Application] C:\Program Files\Java\jreT\bin\javaw.exe (Apr 28, 2013 10:23:1:

> i P1.3060 TH VTN 1 Waiti T ti 5 A 28 18:23:14 PDT 2813 i
[7) R1_3070_THVTN 1] Waiting for user action :5un Apr 123z

i vin 275 User action received. Playing Test Case again. :Sun Apr 28 18:23:18 PDT 2013
h 200 Starting the HTTP client

+ import com.qualitylegic.openadr.core.base.BaseTestCase;[]

i

a £ pus
3 event 263
E:l general 200 VTN URL :http://127.08.8.1:8080/0penlDR2/5imple/2.8b/EiRegisterParty
]
3 opt 263
H registerparty 263
H report 263 Response has been received
L il

11 F

OadrQueryRegistrationType Request has been posted

JRE System Library [JawaSE-1.7] - OpenADR_B_Profile_Test
= —
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Manufacturer
Manufacturer uses Spec, PICS Manufacturer
decides on and test submits to test

Profile plan/tool to lab (Intertek)
build product

ISO 17025
accredited test
facility

After passing

test — submit

documents to
Alliance

Manufacturer
receives
Certificate

Phase 1:
Certification
through the
Submits: Alliance
Declaration of Phase 2:
Conformity, ISO Guide 65
PICS, test accredited
report certification
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OpenADR Cloud Server
(EPRI VTN)
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OpenADR Adoption can be accelerated by...

Making it easy for interested parties to “play”
with the technology

Providing OpenADR developers with readily
accessible VENs and VTNs to interoperate with

Enabling small scale pilot programs utilizing
OpenADR VEN and VTNs

Enabling utilities to do “what if” experiments with
different OpenADR program characteristics




2 QualitylLogic

VT N i n t h e C I O u d Putting Teﬁ:‘nology to the Test

QualityLogic now offers a pre-installed EPRI
VTN on the Amazon cloud infrastructure

Eliminates a somewhat lengthy VTN
installation process and gets you going

instantly

QualityLogic’s roadmap for the EPRI VTN
includes..

Adding more ad hoc testing and diagnostic
capabilities

Adding “personalities” that model well known DR
program behavior
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Users can manage their cloud VTN using the
QualityLogic instance management page

Generate backups

Restore backups

Reboot, start and stop the server
Disable unsecured access
Access a support forum for help
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Instance Management

¢ Qualitylogic.

Putting Technology to the Test

Instance Management Page For test (test@test12.com)

=ystem Message:

Time Check

Status: Instance exists and is running with status check result ok
Unsecured access: VTN URL: http//54 172 125 180:8080 | Disable
Secured access: VIN URL: https://94.172.125.180:443

Instance Contraol:

; _reate Snapshot || Restore Snapshot ¥ || Stop || Reboot
hMessages:
Timestamp Message

11/4/2014 1:11:57 AM this i
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EPRI Open SOU rce VTN PuttingTeznologvtotheTest

Logged in as admin

Dashboard: Test VEN_Name (offline) (2014-10-30 11:27:47 UTC)

Event ID Start Time Duration (minutes) Status Test Event Opt State

Dashboard: TH_VEN (offline) ()

| Dashboard

. . Event ID Start Time Duration (minutes) Status Test Event Opt State
¢ QualityLogic.
Putting Technology to the Test

efreshed: J y 27,2015 03:3
Resources Last Refreshed: January 27, 2015 03:32

Copyright ® 2015 EPRI
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Monthly fee of $100
10% OpenADR member discount

Free 2" months use for completing survey on
VTN enhancement preferences

Easy on-line purchase at www.qualitylogic.com
Look for “OpenADR VEN Tester”
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Other Tools
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Used for working with XML
Edit Schemas

Generate sample XML
document from schema

Edit XML Documents
Check for well-formed XML

)

Validate XML payloads against
schema

Free XML editors available
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A very simple, easy to use
Java Rest Client

Available for free from
code.google.com

HTTP Request

[ Method | Headers Body [ Auth | SSL | Eic. | Test Script
HTTF Method
® GET POST
PUT DELETE
HEAD OPTIONS
TRACE

HTTP Response
Status:

Headers Body | TestResult
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Monitor http traffic when
communicating with
localhost devices

Redirects TCP Port
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WireShark packet Analyzer Analy
Use capture filter “tcp port http”

Time Destina Ir
0. 000000 - £ 92.16 5 50412 > http [SY
. 0003 2. EaE 92. http > 50412 [s
7 50412 > http [AC

Ethernet II, 5 .
Internet Protocol, Sr 5 2 22 Dst: 192.168.
nission Control Proto Dst Port: http (80),
)]
Hypertext Transfer Protocol
ible markup Language
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Resources
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www.openadr.org
Schema and profiles specifications (public)

Certification documentation package
Join working groups, email reflectors
Implementation guides (reporting, certs)
DR Program Guide

Pre-Certification Test Harness
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www.sourceforge.com
EPRI VTN
EPRI VEN
EPRI VEN C++ Library

www.qithib.com

EnerNOC "A" Profile VEN and VTN (only useful for
XMPP implementation details)
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www.qualitylogic.com
OpenADR Developer Workshop

OpenADR Developer Support
OpenADR VTN in the Cloud
Pre-Certification Test Harness

www.universal-devices.com
Off the shelf certified VEN
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Questions?




